Multipath Distance Vector Zone
Routing Protocol for Asymmetric
Mobile Ad-Hoc Networks
MDVZRPA

Idris Skloul Ibrahim A. Etorban Peter J.B King
isi3@macs.hw.ac.uk etorban @macs.hw.ac.uk pibk@macs.hw.ac.uk

School of Mathematical and Computer Sciences (MACS)
Heriot Watt University at Edinburgh UK

Abstract— Most of the ad hoc routing protocols assume that all wireless networks are
symmetric (bidirectional links). In reality any practical network has some links may be
unidirectional and hence the network is asymmetrical rather than symmetrical. The presence
of such links can reduce the performance of the existing protocol and could lead to network
clogging. In this paper we introduce a Multipath Distance Vector Zone Routing Protocol for
Asymmetric mobile ad-hoc networks (MDVZRPA), which is a modification to MDVZRP. It is
a hybrid routing protocol assumes that all routes in the routing table are active and usable,
unless a broken link has been reported or discovered for reducing control traffic.

In addition to adopting MDVZRP technique, MDVZRPA is designed to deal with both
bidirectional and unidirectional links by adding a new field called Symmetric-link in each
route to distinguish between the two link types.

Keywords: MDVZRP, Asymmetrical Networks, Unidirectional and Bidirectional links.

I. INTRODUCTION

n recent years, mobile computing has enjoyed a tremendous rise in popularity. The
I continued minimization of mobile computing devices and the extraordinary rise of

processing power available in mobile laptop computers combine to put more and
better computer-based applications into the hands of a growing segment of the population.
Mobile devices, such as laptop computers, Pocket PCs, cellular phones, etc., are now
easily affordable, and are becoming more popular in everyday life [14]. At the same time,
network connectivity options for mobile hosts have grown tremendously. The markets for
wireless telephones and communication devices are experiencing rapid growth.
Projections have been made that, in nowadays there are more than billion wireless devices
in use. With the availability of mobile computing devices, users often have a natural
tendency to share information between them, even though it is not planned in advance and
there is no infra structure available for connection, for example, workers at rescue scenes
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and employees in a meeting room, or conference or business. Therefore, the wireless
mobile ad hoc networks become the practical and conventional solution in such like
situations, without requiring each user to connect to the internet or to a wide-area network
to communicate with each other because of cost and time. This type of network is easy
and fast of deployment, where the nodes are communicate with each other through
wireless medium without any fixed infrastructure. Mobile ad-hoc network was also being
named as MANET [1] by IETF The Internet Engineering Task Force (IETF) is a large
open international community of network designers, operators, vendors, and researchers.

A wireless ad hoc network as a decentralizing network offers an easy and fast connection
between collection of autonomous nodes or terminals by forming a multi hop radio
network. Since the nodes communicate over wireless links, they have to contend with the
effects of radio communication, such as noise, fading, and interference. In addition, the
links typically have less bandwidth than in a wired network. Each node in a wireless ad
hoc network functions as both a host and a router, and the control of the network is
distributed among the nodes [11] [12].

In general, MANET topology is dynamic, because of nodes departure and new nodes
arrival during the connectivity time among the nodes, and asymmetrical, because the
nodes communicate over wireless links which forms a different transmission range.
Hence, there is a need for efficient routing protocols to offer optimum routes during the
network establishing time to allow the network nodes to communicate over multi hop
paths. Some of MNET features are characteristic of the type of packet radio networks that
were studied extensively in the 1970s and 1980s. In general, a multi-hop routing protocol
is needed in a mobile ad hoc network, because two hosts wishing to exchange packets
may not be able to communicate directly with each other because they are out of radio
range [14]. Figure (1) shows a simple ad hoc network of four mobile nodes using different
wireless transmission range interfaces. Node A and D are not included within the wireless
transmission range of node C. Only node A is included within the wireless transmission
range of node D, and node D is not included within the transmission range of node B, as
indicated by the circle around A, B and C. Nodes B, C and D are all included within the
wireless transmission range of node A. If B and D want to communicate with each other
by exchanging packets, they may ask node A to forward packets for them because node A
is within the overlapped wireless transmission range between node B and node D.

Fig (1): MANET with four wireless Mobile Nodes
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In any practical MANET, packets are travel over one or more hops from one node to
another node as demonstrated in Figure (1). In reality, the routing problem may be even
more complex than this example, because of the nodes different wireless transmission
range, and the network topology features which is dynamic because any or all of the
nodes associated with the network may move at any time [14]. To provide routing the
conventional way in MANET is to make each mobile node take the role as a router, and
apply an existing routing protocol between them [16][17]. The fundamental difference
between MANETS and the traditional wired networks that is the wired networks topology
is stationary and static. This made the traditional protocols such as TCP/IP are not suitable
for MANE and leads us for a specific requirement and constraints to provide routing
protocols in such dynamic environments.

Over the few last years, many routing protocols have been proposed, where most of these
protocols are based on distance vector or link state algorithms. In distance-vector routing
protocols (i.e. DSDV) [4], routing information are periodically advertised to all nodes to
get an up-to-date view over the entire network. Each node during the network establishing
time sends to and receives from, all its neighbor nodes periodic messages and routing
information to build and update its routing table, which contains the distance from itself to
all possible destinations. Each node can decide whether to keep or update the next hop as
the best and shortest path from itself to the specified destination based on comparison of
the distances obtained from its neighbors. When each node has a packet to send to some
destination, it simply forwards the packet to the decided next hop router. The advantage of
this approach is that routes between arbitrary source - destination pairs are readily
available, all the time, while the disadvantages are that the routing tables will occupy a
large amount of space if the network is large, and that the updates may lead to inefficient
usage of network resources if they occur too frequently.

Since ad-hoc networks are bandwidth limited and their topology changes often, an
Optimized Link-State Protocol (OLSR) [5] has been proposed. While being suitable for
small networks, some scalability problems can be seen on larger networks. The need to
improve convergence and reduce control traffic has led to algorithms that combine
features of distance-vector and link-state schemes. Such a protocol is the wireless routing
protocol (WRP) [10], which eliminates the counting-to-infinity problem and avoids
temporary loop without increasing the amount of control traffic. [11, 12]

In addition to the view point categorizing routing protocols in terms of either distance
vector or link state routing, routing protocols for MANET also can be classified as
uniform, non uniform or reactive routing protocols versus proactive routing protocols. In
the reactive routing approach, a node initiates a route discovery (Rout requisite) only
when want to communicate with a destination which has no available rout to it in its
routing table, in other words, a routing protocol does not initiate route request until it is
needed(Route On Demand). AODV [2], DSR [14], and TORA [13] are the most famous
reactive routing protocols for MANET. The disadvantages of such algorithms are high
latency time in route finding and excessive flooding can lead to network clogging
(Blocking). On the contrary, the proactive routing approach is based on the exchange of
knowledge of network topology periodically [9]. The proactive protocols provide a
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needed route instantly at the expense of bandwidth because of transmitting periodic
updates of topology frequently.

Hybrid routing protocols also exist and they try to achieve an efficient balance between
both categories of protocols, where combining both the proactive and the reactive
approach. ZRP is an example of hybrid routing protocols, was introduced in 1997 by Haas
and Pearlman [6][7]. A more fine grained classification of ad-hoc routing protocols and
taxonomy for comparing them can be found in [15].

I. SYMMTRIC AND ASYMMTRIC NETWORKS

In a symmetric computer network, all nodes can transmit and receive data at equal
rates. Asymmetric networks, on the other hand, support disproportionately more
bandwidth in one direction than the other. This can be a problem in wireless networks
which adopt a TCP technique where TCP relies on ACKs for reliable delivery and for
congestion control. If ACKs are not reliably returned the smooth of packets will be
disrupted by retransmissions. Most of ad hoc networks protocols have been designed
assuming that the underlying technology was bidirectional (Symmetrical Network). As an
example, a set of nodes which are connected through a single physical network assume
they can exchange routing information with each other as shown in figure (2). Exchanging
routing information enables the discovery of the underlying network topology, and the
routing traffic via discovered networks.

4 | > @
Routing Information 1
OO0 )

Upstream Nodes Downstream Nodes

Fig (2): A Symmetric Network

However, if the link connecting these nodes is unidirectional (Asymmetrical Network), we
can say that all downstream nodes have received only capabilities and therefore cannot
send routing information to upstream nodes as shown in figure (3). As a result, upstream
nodes cannot discover downstream network topologies dynamically and will therefore
never forward information towards them.

» 2
@ Routing Information '@ Q
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Upstream Nodes Downstream Nodes

Fig (3): An Asymmetric Network
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Generally, in the presence of a unidirectional link, many routing protocols, will fail to
operate and lose to send data therefore, to provide full network connectivity we need to
make the node to discover if the link is a bidirectional or unidirectional link before
sending over any data.

II. MDVZRPA: MOTIVATION

A node in MDVZRPA has a flat view over the entire network when it joins the
network and broadcasts a beacon message for the first time. It is easy to get ready
multipath to each destination in the entire network by unicasting and receiving routing
information (full dump) from all its bidirectional neighbours to build its own routing table.
Since all nodes proactively store local routing information, route requests can be more
efficiently performed without querying all the network nodes. In case of receiving an error
message regarding to a broken active link or non reachable node, MDVZRPA uses an
alternative path getting technique to get a suitable alternative path (Best metric) among the
multipath that were stored into the node routing table, instead of wasting time in route
repair or route request every time. Also MDVZRPA uses a field called Symmetric to
distinguish between unidirectional and bidirectional links. Once a node receives the Hello
message from a new node, it adds an entry in its routing table to this destination (new
node) assuming the link between them as an unidirectional link by resetting the Symmetric
field=0. The Symmetric field is set to 1 when a routing information is received from the
new node, then the link is considered as a bidirectional link.

III. MDVZRPA: ZONE RADIUS IN AN ASYMMTRICAL NETWORK

The zone radius is the distance in number of hops from the specific node to the last
node in its zone. A routing zone is defined for each node separately, and the zones of
neighboring nodes overlap. The routing zone has a radius R expressed in hops. The zone
thus includes the nodes whose distance from the node in equation is at most R hops.
Figure (4) shows a new node (i.e. node 7), and its routing zone when it joined the
network. Each node has only one hop from the new node we call it a 1* hop neighbour
where radius R =1 (i.e. 4, 5 and 6), while any node has 2 hops from the new node, we call
it 2" hop neighbour where R =2 and so on. If a node has number of hops (Distance) from
source node = zone radius, then we call it a peripheral node (i.e. 2, 3). All the rest nodes
which have distance > R (i.e. 1) are called out of zone nodes.

Fig (4): Zone Radius, where R=1, 2 or 3 in an Asymmetrical Network
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IV. MDVZRPA: ROUTING INITIALIZATION

During the initialization stage as each node joins the network, it adds an entry to itself
in its routing table, and broadcasts a periodic beacon (Hello message). In figure (5) we
assume node 6 is a new node joined an asymmetrical network, where the node zone radius
is 2.

&
5

2

F

<
P

Fig (5): A Hello Message along an Asymmetrical Network

A node which receives the Hello message (i.e. 4, 5) checks if it has a direct route (hop=1)
to the Hello message sender. If so, it updates the entry regarding to the next Hello
message expecting time (time-out field), and discards the Hello message (the neighbor is
still there). Otherwise, it adds a new route entry where the route destination and 1% hop
fields are the address of the node that sent the Hello message as shown in Table (1), while
the link- id field is the Hello message receiver - Hello message sender addresses (4-6, 5-
6), sets number of hops field (Metric) to 1, sets time-out field, and resets the Symmetric
field assuming the link between them as an unidirectional link (unusable) at the
beginning. Then, it unicasts its routing information to the new node (Full dump), if a full
dump back message is received from the new node, the node sets the Symmetric field
considering the link between them as a bidirectional (usable) and broadcasts an Update
route message to its neighbors regarding to the new node. Table (1) shows new routes to
the new node (6) added by node 4 and 5 in their routing table respectively.

Node 4:
Destination 1* hop 2" hop Metric Link-id Symmetric
6 6 - 1 4-6 0
Node 5:

Destination 1* hop 2" hop Metric Link-id Symmetric
6 6 - 1 5-6 0

Table (1): Routes are obtained after receiving a Hello message
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In case of node 4, the link 4-6 is unidirectional as shown in figure (5). Therefore, node 6
will not receive routing information (full dump) message from node 4, it is still unknown
for node 6. Hence, node 6 will not send back its routing information to node 4.

In case of node 5, the link 5-6 is bidirectional as shown in  figure (5). Therefore, node 6
will receive the routing information (full dump) from node 5, and unicasts its routing
information (full dump) to node 5. Node 5 sets the Symmetric field, considering the link
between them as a bidirectional and broadcasts an Update message regarding to the new
node to its 157 hop neighbors (node 2, 4) as shown in figure (5), where these nodes are
the 2™ hop neighbors of the new node using node 5 as a 1* hop.

The new node 2™ hop neighbours add an entry in their routing tables and discard the
Update message, where the destination and 2™ hop fields of the entry are the address of
the node that sent the Hello message (node 6), the 1° hop field is the address of the node
that sent the Update message (node 5), while the link-id is the same as the link id included
in the Update message 5-6, and the metric is incremented by 1 as shown in table (2). The
Update message is discarded and not propagated when the metric equals the zone radius
R).

Node 2:

Destination | 1" hop 2" hop Metric Link-id Symmetric
6 5 6 2 5-6 1

Node 4:
Destination | 1% hop 2" hop Metric Link-id Symmetric
6 6 - 1 4-6 0
6 5 6 2 5-6 1

Table (2): Routes are obtained from the Update message sent by node 5

Further more, Node 6 continues to broadcast a periodical beacon (Hello) from time to
time. Each time node 5 receives this beacon, it finds a direct route (hop=1) in its routing
table to node 6 where the link is a bidirectional (usable), therefore, it only updates the
entry belongs to node 6 regarding to the next Hello message expecting time (time-out
field) and discards the message. Also, node 4 finds a direct route (hop=1) to node 6 where
the link is unidirectional (unusable), therefore, it checks if it has indirect route to node 6.
If indirect route is found, such as in this case where node 4 has a route to node 6 through
node 5 as shown in table (2), it updates the entry belongs to node 6 regarding to time-out
field and unicasts a routing information message to node 6 using that route. Otherwise, it
only updates the time-out field and discards the message.

Once node 6 received the routing information of node 4, it adds a direct route where
Symmetric field =1(useable), without paying attention to the next Hello message
expecting time (time-out field) of node 4. In other words, node 6 doesn’t consider node 4
as a neighbor.
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The new node immediately starts to build its routing table entry by entry, excluding any
similar, long and joint paths, once received a routing information message. Tables 3-8 are
the routing tables of the entire network nodes after the new node joined the network.

Destina I 2 Metric | link- | Symme Notes
tion hop hop id tric

1 1 - 0 1-1 1 Initialization
2 2 - 1 1-2 1
3 3 - 1 1-3 1 ..
4 2 4 2 2-4 1 Multipath
4 3 4 2 3-4 1 Multipath
5 2 4 3 4-5 1 Update

Table (3): Routing table of node 1

Destina e 2 Metric | link- | Symme Notes
tion hop hop id tric
1 1 - 1 1-2 1 ..
2 2 - 0 2-2 1 Initialization
3 1 3 2 1-3 1
3 4 3 2 3-4 1
4 4 - 1 2-4 1
4 5 4 2 4-5 1
5 4 5 2 4-5 .
6 5 6 2 5-6 Update

Table (4): Routing table of node 2 after receiving the Update messages

Destina ™ P Metric | Link | Symme Notes
tion hop hop -id tric

1 1 - 1 1-3 1

2 1 2 2 1-2 1

2 4 2 2 2-4 1 e

3 3 - 0 3-3 1 Initialization
4 4 - 1 3-4 1

5 1 2 3 2-5 1

5 4 5 2 4-5 1

Table (5): Routing table of node 3 after receiving the Update messages

Destina 1% 2" | Metric | Link-id | Symme Notes
tion hop hop tric
1 2 1 2 1-2 1
1 3 1 2 1-3 1
2 2 - 1 2-4 1
3 3 - 1 34 1 e
4 4 - 0 4-4 1 Initialization
5 5 - 1 4-5 1 .o
6 5 6 2 5-6 1 Update
6 6 6 1 4-6 0 Hello

Table (6): Routing table of node 4 after receiving the Update messages
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Destina ™ 2 Metric | Link-id | Symme Notes
tion hop hop tric
1 2 1 2 1-2 1
2 2 - 1 2-5 1
3 4 3 2 3-4 1
4 4 - 1 4-5 1 e
4 6 4 2 4-6 1 Update 6
5 5 - 0 5-5 1 Initialization
6 6 - 1 5-6 1 Hello

Table (7): Routing table of node 5 after receiving the Update messages

Destina e 2 Metric | Link-id | Symme Notes
tion hop hop tric

1 5 2 3 1-2 1 Full dump 5
2 4 2 2 2-4 1 Full dump 4
2 5 2 2 2-5 1 Full dump 5
3 4 3 2 3-4 1 Full dump 4
4 4 - 1 4-6 1 Full dump 4
4 5 4 2 4-5 1 Full dump 5
5 5 - 1 5-6 1 Hello
5 4 5 2 4-5 1 Full dump 4
6 6 - 1 6-6 1 Initialization

Table (8):Rrouting table of the new node (6) after receiving the full dump

From the previous tables we can see that each node has one or more entries for each
destination in the network, except node 1 and 3. They have no routes to node 6, because
both are outside of node 6 routing zone. Therefore, both should initiate a route request on
demand when need to send data to node 6.

V. MDVZRPA: ROUTE ON DEMAND

If a node needs to communicate with another node in the network and it has no route
available in its routing table to that node because it is outside its routing zone, in this
example we assume that node 3 as a Source node needs to communicate with node 6 as a
Destination. The S node broadcasts a route request message RREQ with the D address to
find a route to the required destination, as shown in figure (6). A route can be determined
when the route request RREQ reaches a node that offers accessibility to the destination,
(e.g., one of the destination’s 1" hop neighbours node 1, 4 or one of the peripherals nodes
2, 5). As shown in figure (6) and from table (6), node 4 has two routes in its routing table
to the Destination. The shortest route is in 1 hop distance from node 6, where link-id is 4-
6, but it is asymmetric link (Symmetric=0), therefore it is useless. The second route is
longer, in 2 hops distance from node 6, where link-id is 5-6. It is better because the link is
symmetric (Symmetric=1). Also from table (4) node 2 has a route in 2 hops distance to the
destination. The route is made available by unicasting a RREP back to the source node
and is written in its routing table. The source node has got two routes to the required
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destination the first rout in 3 hops distance through node 4 as a I hop, node 5 as a 2" hop
where the link-id is 5-6. The second route in 4 hops distance through node 1 as a /* hop,
node 2 as a 2" hops and the link-id is 5-6. But because the two routes are node joint
(node 5) and link joint (5-6), then node 3 chooses only one of them, the shortest one as
shown in table (9).

. __RREQ "™,
56 |:/ 4_\\1 1
x__/) =2
45 * RREQ
(;ﬂ “ 4 PREF
N RREP N ™ -

Fig (6): Route on Demand along an Asymmetrical Network

Destina ™ P Metric | Link-id | Symme Notes
tion hop hop tric
1 1 - 1 1-3 1
2 1 2 2 1-2 1
2 4 2 2 2-4 1 ...
3 3 - 0 3-3 1 Initialization
4 4 - 1 3-4 1
5 1 2 3 2-5 1
5 4 5 2 4-5 1 ...
6 4 5 3 5-6 1 RREP

Table (9): Routing table of node 3 after RREP message

VI. MDVZRPA: BROKEN LINKS DISCOVERY

A node discovers the broken link between itself and its neighbour using the time-out
field. It is the time in which the node expects to receive a Hello message from that
neighbor confirming that it is still exists (reachable).This field is set to the expected next
hello message time once the node received the Hello message from that neighbor. If the
node didn’t receive a Hello message in the expected time then, the node considers that
neighbor unreachable. In this case the node assigns any entry in its routing table where the
destination or 1" hop fields are equal to the address of that neighbor as a broken link, by
setting the Metric field to infinity as shown in tables (10, 11), and then generates and
broadcasts a route error message (RERR) carries the link-id of the broken link. Each node
receives this message, checks if it has any entry with the same link-id to assign it as a
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broken link as shown in tables (12, 13). The next section is an example for node
movement and broken link in details.

VII. MDVZRPA: NODE MOVEMENT

Node movement is one of the biggest challenges in MANET, where mobile nodes
cause broken links as they move from place to place. Any node that discovers a broken
link should generate and broadcast a forwarded route error RERR, where the nodes update
their routing tables regarding to that error message. In figure (7), we assume that node 6
has moved away, both node 5 and 6 discovered that the link-id between them is broken,
each node (5, 6) searches for the direct route to the other in its routing table to get its link-
id and assigns it as a broken link, assigns any route it has where the I*' hop field is the
non reachable node as shown in tables (10, 11) and then, broadcasts RERR message
carrying the non reachable node address with the link-id (5-6) to be assigned by any
neighbor it has a route carrying the same link-id in its routing table.

Fig (7) Route Error Message along an Asymmetrical Network

Each node receives RERR message, assigns any entry in its routing table with the same
link-id as shown in tables(12, 13), and rebroadcasting the same error message RERR and
so on, unless the node has no route carrying that link-id, in this case it discards the RERR

message.
Destina 1% 2" | Metric | Link-id | Symme Notes
tion hop hop tric
1 2 1 2 1-2 1
2 2 - 1 2-5 1
3 4 3 2 34 1
4 4 - 1 4-5 1 ...
4 6 4 00 4-6 1 Deleted
5 5 - 0 5-5 1 Initialization
6 6 - 00 5-6 1 Deleted

Table (10): Routing table of node 5 after discovering the broken link
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Destina ™ 2 Metric | Link-id | Symme Notes
tion hop hop tric
1 5 2 00 1-2 1 Deleted
2 4 2 2 2-4 1 Full dump 4
2 5 2 0 2-5 1 Deleted
3 4 3 2 3-4 1 Full dump 4
4 4 - 1 4-6 1 Full dump 4
4 5 4 0 4-5 1 Deleted
5 5 - 0 5-6 1 Deleted
5 4 5 2 4-5 1 Full dump 4
6 6 - 1 6-6 1 Initialization

Table (11): Routing table of node 6 after discovering the broken link

Destina ™ 2 Metric | link- | Symme Notes
tion hop hop id tric
1 1 - 1 1-2 1 ...
2 2 - 0 2-2 1 Initialization
3 1 3 2 1-3 1
3 4 3 2 3-4 1
4 4 - 1 2-4 1
4 5 4 2 4-5 1
5 4 5 2 4-5 ...
6 5 6 2 5-6 Deleted

Table (12): Routing table of node 2 after receiving the Update messages

Destina | 1" 2" | Metric | Link-id | Symme Notes
tion hop hop tric
1 2 1 2 1-2 1
1 3 1 2 1-3 1
2 2 - 1 2-4 1
3 3 - 1 3-4 1 e
4 4 - 0 4-4 1 Initialization
5 5 1 4-5 1 e
6 5 00 5-6 1 Deleted
6 6 6 1 4-6 0 Hello

Table (13): Routing table of node 4 after receiving the RERR message

VIII. CONCLUSIONS AND FUTURE WORK:

In this paper, we proposed MDVZRPA a multipath routing protocol for asymmetric
mobile ad-hoc networks. It is a development to our previous protocol MDVZRP [8] for
symmetric mobile ad-hoc networks, which is extend to our MDSDV [3] protocol.
MDVZRPA is a proactive for all destinations inside the routing zone and reactive for
destinations outside the routing zone, supports both bidirectional and unidirectional links.
It uses broadcast and unicast techniques to send the packets over both links. Nodes create
their routing tables to save multi optimum paths using Hello and Full dump messages,
where maximum number of optimum routes depends on number of neighbors of the
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source node. Nodes update their routing tables using Update route, Route request (RREQ),
Route replay (RREP) and Route Error (RERR).

If a node wants to initiate communication with a node to which it has no route,
MDVZRPA will try to establish such a route using route request mechanism. The protocol
allows sending packets by alternative paths in case of the primary path breaks; when a
node discovers a broken link to one of its neighbors, broadcasts an error message using
the link-id to identify the unreachable node. Any node receives the broken link error
assigns the right route to that node using the link-id included in the error message as
unusable route (o). MDVZRPA gives the node ability to get information from any route
pass through it.

In our future work, we are going to evaluate and compare MDVZRPA to DSDV,
AODV and ZRP according to the following evaluation metrics (data throughput, packet
delivery ratio, routing overhead and average packet delay).
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